G-04
PL EUDI Wallet Certification System

Developing and maintaining the
risk register for EUDI Wallet
implementation and certification

project no. 224294
2026.04.02

Page: 1 from 2



Document reference G-04
Version Not relevant
Status Not relevant
Date 02.04.2026
Document type CEN TS XXXX project no. 224294
Parent framework G-01
Scheme Owner Republic of Poland / Minister of Digital Affairs
Certification target Not relevant
Primary audience EUDI Providers. PID Providers
Secondary audience EUDI Wallet ecosystem stakeholders as
indicated in the document
Assurance level <identity Not relevant
proofing CIR 2015/1502> or
<evaluation, EU Regulation
2019/881>
Subsidiary Documents Not relevant

Page: 2 from 2



CEN/TC 224

Date: 2026-03-30

Secretariat: AFNOR

WI Number: 00224294

Personal identification — Developing and maintaining the risk
register for EUDI Wallet implementation and certification

ICS:

CCMC will prepare and attach the official title page.



000 11 L Page
EUuropean foreWord...... s ssssssssssssssssssssssssssssssssssssssasassssssssssssssssssssasasas 3
L0000 0001 10 U0 0 L 4
1 R o0 ) 01, 5
2 \V0) g 0 B T o L) ) 4 . 5
3 Terms and definitions ... ——————— 5
4 ADDIevVIations ... s 7
5 Sectoral cybersecurity assessment in the context of EUDI Wallet ecosystem ..7
6 Risk management in the context of EUDI Wallet ecosystem .........c.cuumnesmisiusenns 10
Annex A (informative) Examples of business objectives and requirements............... 31
Annex B (informative) Examples of normalized scales in risk assessment................. 34
Annex C (informative) Examples of risk register template.........ccocovnmnnnnnsnscssssssssesnans 38
Annex ZA (informative) Relationship between this European Standard and
therequirements ofaimed to be covered........————— 39
BiblioGIraphy ... ————————— 40

(en)



European foreword

nn

This document (prEN:) has been prepared by Technical Committee CEN/TC"", the secretariat of
which is held by.

This document is currently submitted to the CEN Enquiry.
This document will supersede EN:.
In comparison with the previous edition, the following technical modifications have been made:

This document has been prepared under a mandate given to CEN by the European Commission
and the European Free Trade Association, and supports essential requirements of EU
Directive(s).

For relationship with EU Directive(s), see informative Annex ZA, which is an integral part of this
document.
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Introduction

The framework for cybersecurity assessment to be applied in the EUDI Wallet ecosystem is based
on application of two standards:

a)

b)

EN ISO/IEC 27005:2022 Guidance on managing information security risks; this standard
provides approaches to risk management in the context of information security/cyber
security risks which are identified in a multi-stakeholder ecosystem (specifically, see Annex
A2 of this standard).

EN 18037:2025 Guidance on a sectoral cybersecurity assessment; this standard specifies an
approach for the risk-based identification of cybersecurity, certification, and assurance
requirements for ICT products, processes, and services within complex, multi-stakeholder
sectoral systems. The methodology offers the following key features:

Business Process Contextualization: The assessment begins with an analysis of the
business processes supported by the sectoral ICT system, alongside the corresponding
business objectives of each stakeholder. It identifies primary and supporting assets critical to
secure implementation.

Asset and System Mapping: ICT systems, products, and processes under stakeholder control
that are relevant to securing primary assets are mapped. A deep dive into the sectoral system
architecture provides detailed insight into their intended use.

Cyber Threat Intelligence (CTI): CTI is used to gather insights into relevant attacker types,
their motivations, and capabilities. This allows for prioritization of risk scenarios most
deserving of further analysis, optimizing the use of analytical resources and supporting
assignment of tailored cybersecurity and assurance requirements.

Risk Assessment: Risks are assessed based on the impact of cybersecurity incidents on
business objectives and the likelihood of such incidents occurring. Likelihood is derived from
attacker motivation and capability as determined through CTI. Risk data derived from an
ISO/IEC 27005-compliant approach is supported by the concept of attack potential in relation
to assurance introduced in EN ISO/IEC 15408 (multipart).

Reference Levels: The methodology introduces a system of reference levels for internal risk,
security, assurance, and attack potential. When used collectively, these support consistency
in defining cybersecurity risks.

<The clause on applicability in and beyond the national certification schemes>
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1 Scope

The CEN/TS XXXXX specifies a risk register related to the implementation and certification of
European Digital Identity Wallet (EUDIW) solutions. In this respect, this document defines:

— General aspects of managing the risks to be included to the register;

— Structured specification of the risk management including identification, analysis,
assessment, treatment, communication and monitoring activities in regard to the risks related
to the EUDI Wallet implementations;

— Developing and maintaining the risk registry.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content

constitutes requirements of this document. For dated references, only the edition cited applies.

For undated references, the latest edition of the referenced document (including any

amendments) applies.

EN 18037, Guidelines on a sectoral cybersecurity assessment

3 Terms and definitions
<Editor's note: The set of definitions will be complemented and then re-organized according to the
systematic order in 2ZWD. Experts are kindly asked to review the terms and propose new entries, if

necessary>

For the purposes of this document, the following terms and definitions apply/ the terms and
definitions given in EN 18037:2025 and the following apply.

— ISO Online browsing platform: available at http://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.1
risk register
record of information relevant to the certification process about identified risks

[SOURCE: Commission Implementing Regulation 2024 /2981, art. 2(7)]

3.2
asset
anything that has value to the organization

Note 1 to entry: Two kinds of information security related assets can be distinguished:
the primary assets;

— business processes & activities;

— information;

the supporting assets (on which the primary assets rely) of all types:
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— software;

— network;

— personnel;

— site;

— organizational structure

Note 2 to entry: In the context of EUDIW, the primary assets can encompass functional assets considered
as the results of decomposition of high-level requirements set up in Regulation (EU) 2024/1183 and
subsequent Commission Implementing Regulations

[SOURCE: ISO/IEC 27002:2022, 3.1.2 modified - Note 2 to entry has been added]

3.3
assurance
<identity proofing> degree of confidence in the claimed or asserted identity of a person

Note 1 to entry: Note 1 to entry: The definition is derived from EU Regulation 2014/910, art. 8.

3.4

assurance

<evaluation> grounds for confidence that a target of evaluation (TOE) meets the security
functional requirements

[SOURCE: EN ISO/IEC 15408-1, 3. 6]

3.5
attack potential
measure of the effort needed to exploit a vulnerability in a target of evaluation (TOE)

Note 1 to entry: The effort is expressed as a function of properties related to the attacker (e.g. expertise,
resources, and motivation) and properties related to the vulnerability itself (e.g. window of opportunity,
time to exposure).

[SOURCE: EN ISO/IEC 15408-1, 3.8]

3.6

Wallet Unit

Aunique configuration of a Wallet Solution provided by a Wallet Provider to an individual Wallet
User

[SOURCE: 0, Annex A modified - a phrase "that includes Wallet instances, Wallet Secure
Cryptographic Applications and Wallet Secure Cryptographic Devices" has been removed]

3.7

Wallet Solution

A combination of software, hardware, services, settings, and configurations, including Wallet
Instances, one or more Wallet Secure Cryptographic Applications and one or more Wallet Secure
Cryptographic Devices

Note 1 to entry: For a high-level description of the Wallet provider ICT system it is sufficient to say that
Wallet Instances, Wallet Secure Cryptographic Applications and Wallet Secure Cryptographic Devices are
components of the system.
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[SOURCE: 0, Annex A modified - Note 1 to entry has been added]

3.8

Trusted List

repository of information about authoritative entities in a particular legal or contractual context
which provides information about their current and historical status

[SOURCE: 0, Annex A]
4 Abbreviations
EUDIW  European Digital Identity Wallet
elDAS electronic IDentification, Authentication and trust Services
GDPR General Data Protection Regulation
PID Personal Identification Data
EAA electronic attestation of attributes

QEAA qualified electronic attestation of attributes

QES qualified electronic signature
QC qualified certificate

TL trusted list

APL attack potential level

CTI cyber threat intelligence
MRC meta risk class

IC impact class

CSL common security level

AVA_VAN assurance vulnerability_vulnerability analysis
CAR common assurance reference

CAB conformity assessment body

5 Sectoral cybersecurity assessment in the context of EUDI Wallet
ecosystem

5.1 Application of the sectoral cybersecurity assessment methodology

Three main phases of the overall process (i.e., risk assessment - normalization of risk assessment
results - establishing security and assurance requirements) are presented with specific focus on
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86  security and assurance requirements which need to be defined by national certification schemes
87  for EUDI Wallet solutions.

88  Essential features of the approach are introduced i.e.:

89  — “attack potential levels” (APL) which rate the motivation, means and opportunities of
90 attackers;

91 — “meta-risk classes” (MRC), to allow a common approach to risk assessment;
92  — “common security levels” (CSL), to allow a consistent approach to cybersecurity controls;
93 — “common assurance references” (CAR), with clear reference to the AVA_VAN concept from EN

94  ISO/IEC 15408 (multipart) to allow comparability between implementations of assurance in
95  several national certification schemes.

96 However, as the assurance requirements have been already fixed in the Commission
97  Implementing Regulation 2024/2981, this aspect of methodology is reduced and the sectoral
98  assessment is focused on security requirements.

99  The methodology supports creating a risk register as the result of risk assessment phase. The risk
100  register is relevant to a particular national scheme although the unified methodology will allow
101  the schemes to further harmonize risk registers at the European level.

102 5.2 EN 18037’s capabilities in supporting the EUDI Wallet ecosystem
103 stakeholders in sectoral assessments

104  The process flow is presented in Figure 1.

Stage 1: Preparation Stage 2: Primary Stage 3: Supporting Stage 4: Control Outputs
Asset Risk Asset Risk Identification
Assessment Assessment
Context Security
Identification Gap Analysis & Targets /
(Stakeholders, 1 inherited s specific Control Addressing Protection
Roles, Primary Risk Identification | — Risk —» (b iy —  security Development | G Profiles
Assets Definition) | & Scenario Analysis Levels Requirement Requirements| . Assura nee
Consolidation caquiremeEn
| Primary —
Assets
Sectoral Context & Existing Security
Documentation —4‘{"—”"5315 Specifications
N R A tion of Controls|
~— ) | ~ )
Business & |
Operational
Process |
Documentation
— ICT Products /
N | Architecture Components /
— T T T T T T T T Thpoeamentton” — T T T —— —— —— — ¥ Modules
Sectoral Cyber
Threat
Intelligence
105 L —
106 Figure 1— Sectoral cybersecurity assessment process

107  The first step of the EN 18037 cybersecurity sectoral assessment prepares the ISO/IEC 27005-
108 conformant risk assessment. It starts with the documentation of the sectoral context, followed by
109 the identification of assets, threats, risk scenarios, and potential attackers with their motivation.

110  The context documentation describes the environment in which the sectoral or application-
111  specific risk and cybersecurity assessment should conducted. Such documentation includes:
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— Identification of stakeholders of the sectoral system and a description of their roles and
responsibilities within the sectoral system;

— Documentation of business or operational processes to be supported, the involvement and
responsibilities of stakeholders and their objectives per process;

— Identification of the sectoral stakeholder’s business objectives, obligations and, based on this,
the definition of the sectoral primary assets;

— Documentation of the sectoral ICT system architecture down to the ICT product level,
including a description of functions and data supported by the ICT product, or its components,
or system modules;

— Documentation of sectoral cyber threat intelligence (CTI), which includes in assumptions on
potentially relevant attacker types, their attack potential and their motivation and
approaches to conduct attacks targeting the sectoral system.

The second stage of the EN 18037 cybersecurity assessment, encompasses the primary asset-
related risk assessment. It starts with the identification of primary assets which are typically
related to the stakeholder’s objectives or obligations rather than the technical implementation of
the system. Thereafter, the risks to these assets are identified and the risk is analysed by using
risk scenarios. Relevant sectoral stakeholders conduct the risk level estimations.

The primary asset assessment focuses on risks concerning the primary assets and does not regard
the individual ICT product, its components or system modules. However, based on the
documentation of the sectoral context, a first identification of potentially security-critical system
functions and data can be conducted as well.

The third stage of the EN 18037 cybersecurity assessment, the supporting asset-related risk
assessment, focusses on consolidating the security requirements to those ICT products, or their
components, or system modules that are relevant for the treatment of a particular risk.

As a starting point, the risk-relevant supporting assets inherit the risk levels assessed for a
dedicated risk scenario in the previous assessment stage. This assessment is being repeated for
each relevant supporting asset, now considering product-specific attacker and threat information
as well as the ICT product’s intended use, technology, and operational environment. As result, the
risk scenario-specific security requirements for the supporting asset are determined.

The fourth stage of the EN 18037 sectoral assessment supports the identification of appropriate
controls that match the requirements to the ICT product, or its components, or system modules
determined in the previous stages.

First, existing security specifications are applied to the product as far as possible. Then, an
analysis detects the gaps that remain between the security measures already defined for the
product, or its components, or modules and the security requirements identified by the previous
assessment steps. If the requirements are not completely covered, the remaining gaps should be
addressed by developing security controls and, for addressing assurance requirements, feasible
security targets, or protection profiles.
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6 Risk management in the context of EUDI Wallet ecosystem

6.1 Context establishment

6.1.1 Identifying legal requirements

<tba>

6.1.2 Identification of stakeholders and their roles in EUDI Wallet ecosystem

The EUDI Wallet / Wallet ecosystem consists of several stakeholders performing various tasks
and having different responsibilities. If one considers providing or using ICT services directly
related to the EUDI Wallet, the stakeholders’ relationships are presented in Figure 2.

NOTE1  All stakeholders' names are written using bold font type.
NOTE 2  All descriptions of roles are adopted from 0.

Based on the relationships, the list of stakeholders and their roles in the EUDI Wallet ecosystem
are the following:

Users of EUDI Wallets - entities that are defined as natural or legal persons using the EUDI
Wallet to receive, store and share attestations (PID, QEAA or EAA) and particular attributes about
the user, including to prove their identity. 0 defines 'wallet user' as 'a user who is in control of
the wallet unit'. Being in control of the Wallet Unit implies being able to present a PID or
attestation to a Relying Party. The User’ s capabilities are dependent on the device where
relevant Wallet Unit components are installed, provided by the Device Manufacturer.

EUDI Wallet providers - entities that are Member States or organisations either mandated or
recognised by Member States making a Wallet Solution available to Users.

NOTE3  All Wallet Solutions are subject to certification, according to 0.

A Wallet provider makes a combination of several products and trust services available to a User,
which give the User sole control over the use of their Person Identification Data (PID) and
Electronic Attestations of Attributes (QEAA, PuB-EAA or EAA), and any other personal data within
their Wallet Unit. This also implies guaranteeing a User sole control over sensitive cryptographic
material (e.g., private keys) related to their Wallet Unit.

Wallet providers are responsible for ensuring compliance with the requirements for Wallet
Solutions.

NOTE 4  Wallet providers are subject to the process/service-oriented certification, according to 0, as a
part of the Wallet Solution certification.

Person Identification Data (PID) providers - entities that verify the identity of the User with
LoA high requirements, according to 0, issue the PID to the Wallet Unit maintain an interface to
provide PID and making available, in a privacy-preserving way, information for Relying Parties
to verify the validity of the PID. without having an ability to receive any information about the use
of the PID.

NOTES5 PID providers are subject to the process/service-oriented certification, according to CIR
2024/2981, as a part of the Wallet Solution certification.

Qualified electronic signature and related services (QES) providers - the trust service
providers that provides the User means to create qualified electronic signatures or seals over any

10



189
190

191
192

193
194
195

196
197

198
199
200

201

202
203

204

205
206
207
208

209
210
211
212
213

214
215
216
217
218

219
220
221
222
223
224
225

226
227

228

229

data. The creation of a qualified electronic signature or seal by means of the Wallet Unit can be
achieved in several the following ways:

— the Wallet Unit itself could be certified as a qualified signature or seal creation device (QSCD),
or

— the Wallet Unit could implement secure authentication into an electronic signature or
electronic seal invocation capability, as part of a local QSCD or a remote QSCD managed by a
QTSP.

Qualified electronic attestation of attributes (QEAA) providers - the entity thatissue a QEAA.
after the User identity is verified under the authentication process.

NOTE 6  Itislikely that the User requesting a QEAA already possesses a PID. This would enable the QEAA
provider to conduct User identification and authentication at LoA high, by requesting and verifying User
attributes from the PID in the Wallet Unit.

NOTE7  The trust service provider can be the QEAA provider.

Non-qualified electronic attestation of attributes (EAA) providers - entities that provides
Users with EAA.

NOTE 8  EAA can be issued by a trust or non-trust service providers.

Authentic sources providers - entities that operate public or private repositories or systems,
recognised or required by law, containing attributes about natural or legal persons. Authentic
Sources are required to provide an interface to QEAA Providers to verify the authenticity of the
above attributes, either directly or via designated intermediaries recognised at national level.

Access Certificate Authority - entities that issue access certificate to all PID Providers, QEAA
Providers, PuB-EAA Providers, non-qualified EAA Providers and Relying Parties in the EUDI
Wallet ecosystem. Access Certificate Authorities are notified by a Member State to the
Commission. As part of the notification process, the trust anchors of the Access CA are included
in a Trusted List by a Trusted List Provider.

Providers of registration certificates - entities that issue one or more registration certificates
to each registered Relying Party, PID Provider, QEAA Provider, PuB-EAA Provider, and non-
qualified EAA Provider. Providers of registration certificates are notified by a Member State to
the Commission. Their trust anchors are put on a Trusted List, such that they can be found by
Wallet Units and the User is able to verify a registration certificate received from a Relying Party.

Relying parties - entities that are natural or legal persons that rely upon an electronic
identification or a trust service. In the context of EUDI Wallets, they would request the necessary
attributes contained within the PID dataset, QEAA and EAA from the Users. To rely on Wallet
Units for the purpose of providing a service, Relying Parties inform the Member State where
they are established about their intention for doing so, and register themselves at the repository
provided by the Provider of registration certificates along with the attributes that they intend
to request.

Trusted List providers - bodies responsible for maintaining, managing, and publishing a
Trusted List. Within the EUDI Wallet ecosystem, Trusted Lists exist for the following entities:

— Wallet providers,

— PID providers,

11
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— QEAA providers,

— PuB-EAA providers,

— Qualified Electronic Signature (QES) Providers,
— Access Certificate Authorities,

— Providers of registration certificates

NOTE9  There is no Trusted List for Relying Parties. The expected number of Relying Party throughout
the Union would make this infeasible. Instead, a Relying Party receives an access certificate from an Access
Certificate Authority, and this certificate allows a User by using the Wallet Unit to authenticate the Relying
Party.

Device manufacturers and related subsystems providers - entities that provide a platform on
which a Wallet Unit can be built. The components of the Wallet Unit provided by Device
manufacturers and providers of related subsystems can include, among others, hardware,
operating systems, secure cryptographic hardware, libraries, and app stores.

There are several other stakeholders that are not directly involved in the operation of EUDI
Wallet ecosystem although play important roles. They include:

Supervisory bodies/scheme owners - bodies that supervise the proper functioning of Wallet
providers and other stakeholders in the EUDI Wallet ecosystem. Supervisory Bodies are
created and appointed by the Member States. The Supervisory Bodies are notified to the
Commission by the Member States.

National Accreditation Bodies (NAB) - bodies that perform accreditation with authority
derived from the Member State. NABs accredit CABs and then monitor the CABs to which they
have issued an accreditation certificate.

Conformity assessment bodies (CAB) - public or private bodies that are accredited by a NAB.
CABs are accredited to conduct assessments on which Member States will rely before issuing a
Wallet Solution or providing the 'qualified' status to a Trust Service Provider.

NOTE 10 Wallet Solutions will be certified by CABs. QTSPs will be audited regularly by CABs.

Attribute Schema providers - entities that publish attribute schemas describing the structure
of QEAAs, PuB-EAAs and EAAs, including the identifier, semantics, and encoding of all attributes.
For PIDs and mDLs, the applicable Rulebooks are published by the Commission.

NOTE 11 A catalogue of published Attestation Rulebooks will enable other entities such as Relying
Parties to discover which attestations exist within the EUDI Wallet ecosystem, and how attributes from
these attestations can be requested and validated.

The stakeholders that play roles in respective national EUDI Wallet ecosystems can be different.
For example, a PID provider and EUDI Wallet provider can be the same entity. A relying Party can
be the EAA provider.

As the scheme owner is responsible for the risk register development and maintenance, it is

beneficial for all stakeholders, which are obliged to contribute to the scheme risk register, to
implement the same sectoral context establishment.

12
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269 Figure 2— Stakeholders in EUDI Wallet ecosystem

270  6.1.3 Business and operational processes, identification of stakeholders’ objectives
271  The business and operational processes that are essential for the provision of EUDI Wallet
272 services should be identified. Processes that involve more than one stakeholder type should be

273 selected for the documentation in the sectoral context.

274  The documentation of the identified business or operational processes is conducted per process
275  in a step-by-step approach and should include the following information:

276  a) Business objectives and related business requirements,
277  b) Preconditions that need to be in place at the start of the process;
278 c¢) Abriefdescription of every step of the process;

279 d) The stakeholder responsible for implementing and operating the process or individual
280 process steps;

281 e) The stakeholder(s) contributing to individual process steps;
282 f) The stakeholder(s) depending on the results of the process;

283 g) Data generated, stored, processed, or distributed by the process including a first estimation
284 of the criticality of data for the process and the services supported by the process.
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After the process is documented, critical objectives or obligations that could be impacted in case
of an incident affecting the process should be identified and documented. An example of the
documentation for business process is contained in Annex <tba>.

6.14 ICT system architecture

After describing the organizational and business aspects of the stakeholder, the technical layer
that supports the EUDI Wallet ecosystem stakeholders’ processes and services should be

documented.

EN 18037, 6.1 introduces the definitions that should be used and the principle, how ICT services,
ICT system, ICT processes, and ICT products are interrelated. The relevance of the sectoral ICT
system architecture for the risk assessment is described in EN 18037 6.1.4.

The EUDI Wallet ecosystem consists of interrelated ICT systems that provide - jointly or
separately - services to the Users. Relevant ICT systems are implemented and operated by
different stakeholders as indicated in 6.1.2.

The documentation of the ICT system architecture can be described at functional level and with
respect to the services provided within the EUDI Wallet ecosystem. The following aspects should
be covered:

a) The ICT system operated by the stakeholder;

b) The interfaces connecting the stakeholder ICT system in the EUDI Wallet ecosystem;

c) ICT processes supporting the ICT system, for instance system update processes;

d) ICT products implemented in the stakeholder ICT system;

e) ICT processes supporting ICT products, for instance for information on vulnerabilities,
software updates or replacements;

f) ICT infrastructures and ICT infrastructure services employed by the ICT system;
g) Existing standards and specifications that apply for the ICT system and its components.
EXAMPLE

ICT system high-level architecture for the Wallet provider is presented in Figure 3.

14
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312 Figure 3— High-level architecture for the Wallet provider ICT system (example)

313  <Editor note: Experts are kindly asked to provide additional examples for an ICT system of the
314  stakeholder other than the Wallet provider (e.g. PID provider, EAA provider, Access Certificate
315  Authority)>

316 6.1.5 Subsystems and identification of primary and supporting assets

317  Asrisks are identified and assessed in relation to the stakeholder business objectives, the impact
318  of ICT security incidents concerning the ICT system architecture, its ICT products, or its ICT
319  processes on such objectives should be determined.

320 Based on the documentation of the business processes and the stakeholder’s ICT system
321  architecture, it is possible to identify which business process is supported by which components
322  and functions of the system architecture. This establishes the required link between the technical
323  and the business views on the ICT system.

324  The documentation should be conducted per documented business and operational processes in
325  the following steps:

326 a) Those components of the ICT system architecture that support a dedicated business or

327 operational process are identified and documented as subsystems or modules supporting
328 this process;
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b) Data flows between the components of the subsystem are documented to identify the

functions and data that are relevant for the processes’ functioning and security;

¢) Functions and data that, if compromised, would have significant impact on the business or
operational process are identified and documented;

d) Critical functions and critical data are documented as primary assets associated with the
specific process;

e) Aninitial criticality rating of primary assets is conducted which is used in the following steps
of cybersecurity assessment for the identification of risks and prioritization of risk scenarios

to be assessed;

The subsystem’s ICT products or other stakeholders’ ICT systems that implement, store or
y p y p
process information assets are determined and documented as supporting assets.

Based on the identification of the ICT products a detailed description should include the following
information:

g) The security-relevant functions of the ICT product (security architecture);
h) The information (primary) assets supported by the ICT product;

i) The stakeholder in charge of the secure deployment, operation, and maintenance of the ICT
product;

j)  The operational environment of the ICT product.
6.1.6 Documentation of CTI information related to the EUDI Wallet ecosystem

The documentation of cyber threat intelligence information includes considerations on relevant
threats and attacker types, the relevant attack potential level and the likelihood of security
incidents caused by the attacks. The quality and comprehensiveness of sectoral CTI information
have a considerable influence on the risk and cybersecurity assessment results. EN 18037, Annex
B introduces the fundamentals of CTI and its use for the EN 18037-based assessment.

CTI information should be documented in the following steps:

a) Collection and review of the sectoral history of security incidents based on information from
the stakeholders, governmental or public sources;

b) Identification of attacker types and their objectives concerning the EUDI Wallet ecosystem;

¢) Classification of the identified attacker types in accordance with the attacker type
classification given in EN 18037, Annex B.2;

d) Identification of the attacker type’s motives to conduct attacks that could potentially impact
primary assets;

e) Identification of the relevant attacker type’s attack potential, particularly opportunity and
means, in accordance with the attack potential classification given in EN 18037, 7.3;

There are trustworthy sources of CTI in the field of digital identity. See 0 or relevant governmental

sources. In case no such sources are available, or the existing ones do not contain appropriate
information, cybersecurity experts, and their personal judgment can be implemented.
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6.1.7 Choosing the risk approach
0, Annex I recognizes two types of risks:

— High-level risks (Rx), which are related to the use of wallets by users and relying parties, and
they are associated to direct threats targeting the assets of wallets

— System-related risk (SRx), which would typically result from a combination of threats
— applying to the entire wallet system.

EXAMPLE R4. Identify theft, defined as the unauthorised acquisition of the wallet unit or loss of
authentication factors enabling to impersonate a person.

SR2. Reputation damage, defined as the harm caused to an organisation’s or governmental body’s
reputation. Reputational damage can lead to further risks, such as loss of trust, stemming from the user’s
reasonable doubts, and loss of ecosystem, when the full ecosystem collapses.

To perform ISO/IEC 27005-conformant risk assessment, two types of risks can be recognized:
— Strategic risks, which relates to business objectives and business requirements,

— Operational risks, which focus on technical behavior of the ICT system.

System-related risks can be considered as strategic risks, while high-level risks relate rather to
operational risks.

Considering systematic risk identification, for both ISO/IEC 27005 - based types of risks the
current catalogue of risks contained in 0 can be extended according to actual needs of EUDI Wallet
ecosystem stakeholders.

For both types of risks the approach based on the risk scenario concept is proposed. See EN
18037, 6.3.5 for details.

6.1.8 Defining risk assessment criteria
6.1.8.1 Introducing risk scenarios

According to EN 18037, 6.3.5, risk scenario is a method used to simplify the risk assessment by
limiting the number of possible risk variants and matching business objectives with risks.

Further, risk scenarios should encompass the following:

— Business perspective, i.e., targeted business process, involved stakeholders and their
objectives and requirements concerning the targeted business process;

— Architecture perspective, i.e. the primary asset (information or functional) in relation to the
targeted business process and supporting assets identified in the ICT system;

— Attacker perspective, i.e., attacker types which can be motivated (to get access to primary
assets) and capable (in terms of skills and resources) to conduct attacks with required attack

potential on the supporting assets that protect the primary asset.

The same risk scenarios defined for primary assets should be applied to relevant supporting
assets to obtain more accurate risk assessment results.
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6.1.8.2 Assessment of consequences in risk scenarios

NOTE Since stakeholders, depending on their objectives, could have different perceptions of the
consequences and likelihood in their risk assessments and select different types and values of
consequences and likelihood, defining a common perception among the EUDI Wallet ecosystem
stakeholders is necessary. The scales and values for risk estimation should be introduced.

To establish an appropriate scale for measuring consequences, the stakeholders of the EUDI
Wallet ecosystem should consider several areas of consequences including:

— business operations and functionality;

— users;

— the type of data processed;

— reputation and trust;

— compliance with legal, regulatory, and contractual requirements;
— health and life.

An example of qualitative scale and its level values for consequences are presented in Annex
<tba>

6.1.8.3 Assessment of likelihood in risk scenarios
Information on likelihood criteria can be obtained from different sources:
— The experience of the stakeholders of the EUDI Wallet ecosystem;

— The analysis of the potential attackers, their motivations, skills and resources. Such an
information should be provided by CTI as described in <tba> and is referenced by the risk
scenario, possibly by developing relevant attack scenarios and assigning relevant attack
potential levels to these scenarios;

— Ifthe risk scenario is not specific to the ecosystem, then the likelihood can be estimated based
on information of similar events or attacks in other ICT systems, those with a similar
characteristics.

In case CTI information is not sufficient or not available, the expert group should be established
and propose an appropriate scale and its level values for likelihood estimation.

More details on likelihood estimation can be found in EN 18037 6.3.7.

An example of qualitative scale and its level values for likelihood is presented in Annex <tba>

6.1.8.4 Risklevel estimation

A risk level value is usually a combination of values of consequences and likelihood for each risk
scenario.

To get the risk model as simple as possible EN 18037, 7.1. proposes the concept of meta-risk

class, resulted for applying qualitative scales for both risk factors, i.e., consequences and
likelihood. An appropriate value of meta-risk class is assigned to each risk scenario.
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An example of qualitative scale and its level values for risk is presented in Annex <tba>.
6.1.9 Defining risk acceptance criteria
NOTE in some methodologies, risk acceptance is a synonym to risk tolerance.

In contrary to the risk assessment criteria which can be unified across the EUDI Wallet ecosystem,
risk acceptance criteria can vary among the stakeholders. It is due to the fact that various
organizations have different risk appetite. It means, one organization accepts the risk (i.e., leaves
it intact) while another organization decides to mitigate (i.e. applies controls to) the same risk.

Nevertheless, while defining risk acceptance criteria in the EUDI Wallet ecosystem, the
stakeholder should consider the following:

— risks that can result in non-compliance with regulations cannot be retained;

— risk acceptance criteria should be defined based upon the risk appetite that indicates amount
and type of risk that the stakeholder is willing to pursue or retain;

— risk acceptance criteria can be based on likelihood and consequence alone (i.e., values
resulted from implementation of controls), or can be extended to also consider the
cost/benefit balance between prospective losses and the cost of controls;

— risk acceptance criteria can include requirements for future additional treatment (e.g. a risk
can be retained on a short-term basis even when the level of risk exceeds the risk acceptance
criteria if there are approval and commitment to take action to implement a chosen set of
controls to reach an acceptable level within a defined period).

6.2 Riskidentification
6.2.1 Identification of primary and supporting assets

For the EUDI Wallet ecosystem, the list critical assets contains main cryptographic material (i.e.
cryptographic keys that require protection of confidentiality and integrity), and these critical
assets should be considered as primary assets. These assets are presented in Table 1. The list is
not exhaustive, and stakeholders can even prepare their own lists.
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Table 1
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Asset

Type

Storage

Handler

Purpose

Linked to

Owner

Description

Eco-
system
access
master
key

key; asym-
metric

secure
back-end
of the

Authority

secure
front-end
of the

Authority

authentica-
tion

all
authorized
ecosystem
stakeholders

Access
Certificate
Authority

Serves as the trust
anchor for
initiating any
communication
within the
ecosystem. The
public key along
with additional
metadata is notified
by the Commission
and published at
the Trusted List.

Eco-
system
Registr
ation
master
key

key;
asymmetric

secure
back-end
of the

operator

secure
front-end
of the

operator

authentica-
tion

Provider of
Registration
Certificates

Serves as the trust
anchor for
authentication of
any request from a
Relying Party to the
User regarding its
(Q)EAA. The public
key along with
additional
metadata is notified
by the Commission
and published at
the Trusted List.

PID
Master
Key

key;
asymmetric

WSCD

WSCA

encryption

PID Master
Token

WSCD
operator

Intercepted during
first
personalisation/
onboarding and
before the creation
of all other keys.
Exactly one PID
Master Key per
wallet unit.
Ownership is a
prerequisite for
issuing new PID
credentials

PID
Master
Signing
Key

key;
asymmetric

PID HSM

signing and
verifying
PID Master
Tokens

Provider

Represents any
provider (wallet,
PID) Use of the
private and public
key exclusively by
the PID provider
Use only after
identification of the
user (with online
ID function)

PID
Master
Encrypt
ion Key

key

PID HSM

de-
/encryptin
g PID
Master
Tokens

Provider

Represents any
provider (wallet,
PID) Use for
decryption
exclusively in the
process of PID
credential issuance
Use for encryption
exclusively in PID
Master Token (re)-
issuance
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PID
Creden-
tial
Signing
Key

key;
asymmetric

PID HSM

signing PID
credentials

Provider

Represents any
provider (wallet,
PID) Use of the key
only after prior
authentication with
PID Master Key can
only be used to sign
PID credentials for
the holder of the
PID Master Token
Public key of the
root certificate
must be published
securely (Trusted
List)

PID
Master
Token

mixed data

Wallet
user

PID Master
Encryption
Key

PID Provider

X.5009 certificate
representing the
identity of the PID
provider

Device
Attesta-
tion

mixed data

WSCA

WSCA

attestation

Wallet Pro-
vider

Device Attestation
(DA) certifies the
user's device and
its compliance with
the requirements
for EUDI wallets.
The DA may only
be issued for
devices that the
wallet provider has
explicitly approved
for use with the
EUDI wallet. The
DA shall have a
limited period of
validity.

Wallet
Unit At-
testatio
n/ PID-
Pro-
vider

mixed data

WSCA

attestation

Wallet Unit
Attestation
Key

Wallet
Provider

The Wallet Unit
Attestation/ PID-
Provider (WUA-PP)
may only be issued
for WSCA and
WSCD that the
wallet provider has
explicitly approved
for use with the
EUDI wallet. The
WUA-PP shall be
signed with the
wallet provider's
Wallet Unit
Attestation Key.
The WUA-PP shall
be encrypted with
the PID provider's
public key.
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The Wallet Unit
Attestation/ Issuer
(WUA-I) may only
be issued for WSCA
and WSCD that the
wallet provider has
explicitly approved
for use with the
EUDI wallet. The
WUA-PP shall

Wallet contain

Unit At- information about

testatio | mixed data WSCA attestation where its validity

n/ status can be

Issuer retrieved. The
WUA-I shall be
signed with the
wallet provider's
Wallet Unit
Attestation Key.
The WUA-I MAY be
encrypted with the
public Wallet
Instance Key of the
wallet instance.

Wallet

Unit

Attestat encrypts

;)ély / E;}: ;nme tric WSCD WSCA attestation ‘li\i?)l‘l,?;er attestations WUA-
PP and WUA-I

PID-

Pro-

vider
Data representing
the data of a
natural or legal

PID mixed data Wallet not person person in .

user relevant accordance with

CIR 2024/2977, Art
3,i.e. a provider or
wallet user
During PID
issuance at the
user's request Key

PID Association

Credent key; .| WSCD WSCA encryption PID . WSCD Attestation with

ial Key asymmetric Credentials operator PID Master Key
required. For
identification vis-a-
vis relying parties.
During (Q)EAA
issuance at the
user's request
requires Key
Association
Attestation with

Strong | .. (Q)EAA- WSCD PID Credential Key,

Attestat g . | WSCD WSCA encryption . . ’

ion Key asymmetric Credentials operator which was used for

identification vis-a-
vis the Trust
Service Provider.
For presenting
(Q)EAA with strong
user binding.
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Additionally, if the stakeholders decide to extend their list of primary asset to functional modules
or components they should use a systematic approach to the decomposition of high-level
requirements to respective components or functional mod Activation process steps > During the
activation process, at least the following steps happen: 1. The Wallet Provider requests data about
the User's device from the Wallet Instance. 2. The Wallet Provider requests the User to set up at
least one User authentication mechanism. 3. The Wallet Provider issues one or more Wallet Unit
Attestations to the Wallet Unit. 4. The Wallet Provider sets up a User account for the User. ules.
See <CEN TS xxxx on decomposition> for details.

EXAMPLE A functional module of user onboarding as a primary asset for the EUDI Wallet provider.
Description:

This module is to assist the user in activating a first wallet instance plus corresponding WSCA/ WSCD for
its wallet solution at a wallet provider. This module should also allow to create additional wallet instances
at the same wallet provider linking to the same WSCA/WSCD. This module should also allow the user to
deactivate wallet instances or even deactivate the user's complete wallet unit at a wallet provider.

Wallet Initiation and Holder Registration:

Objective: Enable secure wallet unit activation by establishing WSCA/WSCD cryptographic infrastructure,
verifying device security posture, and registering wallet users with Wallet Providers meeting LoA High
certification requirements.

Uses:

— Capture modules

— Verification modules

— Wallet attestation & authentication modules

— Wallet Activation Portal

— Wallet lifecycle management services

— WSCA/WSCD

Is used by:

— Wallet Ul

— Wallet core module

Wallet Unit activation requirements:

A Wallet Provider shall activate a new Wallet Unit before a User can use it to have issued an PID or
attestation. A Wallet Provider shall only activate a new Wallet Unit if it has verified that: The Wallet Unit
includes a WSCA/WSCD that is certified to be compliant with applicable requirements. The private key
corresponding to the public key in the WUA is protected by the respective WSCA/WSCD under control of
the User.

A Wallet unit authenticity and validity:

Wallet providers shall ensure that each wallet unit contains wallet unit attestations. Wallet providers shall

ensure that the wallet unit attestations referred to in paragraph lcontain public keys and that the
corresponding private keys are protected by a wallet secure cryptographic device. Wallet providers shall:
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(a) inform wallet users of their rights and obligations in relation to their wallet unit;

(b) provide mechanisms, independent of wallet units, for the secure identification and authentication of
wallet.

Activation process steps:

During the activation process, at least the following steps happen:

1. The Wallet Provider requests data about the User's device from the Wallet Instance.

2. The Wallet Provider requests the User to set up at least one User authentication mechanism.
3. The Wallet Provider issues one or more Wallet Unit Attestations to the Wallet Unit.

4. The Wallet Provider sets up a User account for the User.

<Editor's note: Experts are kindly asked to complement the example or provide additional
examples of primary assets>

6.2.2 Defining risk scenarios for primary assets

The EUDI Wallet stakeholders should define respective risk scenarios for any relevant primary
asset. The risk scenario definition include:

a) Short description of the risk scenario, including its ID (for documentation purpose)

b) Type of risk (strategic or operational)

c) The stakeholder (process owner)

d) Other stakeholders involved

e) Business process / business objectives impacted (see 6.1.3 and Annex A for reference);
f) Primary asset(s) involved

g) Supporting assets attacked

h) CTl-related information (at least, information on related threats and motivation of the
attacker, including related threats)

i) Estimation of attack potential
NOTE 1 Refer to EN 18037, Annex B.5.5 for estimation of attack potential.

<Editor's note: The experts are kindly asked to review the examples and improve them, if
necessary or provide more illustrative cases. >

NOTE 2  Threatidentifiers (TT - threat type) and TR (Threat to the wallet)) used in examples are from 0,
Annex L.

EXAMPLE 1

— Scenario SR-01: Massive attack on the whole EUDI Wallet ecosystem by breaking the registration root
certificate infrastructure and manipulate the master key.
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— Type of risk: strategic
— Process owner: Provider of registration certificates
— Other stakeholders involved: all stakeholders of the EUDI Wallet ecosystem

— Business process: Providing registration service to the stakeholders of the EUDI Wallet (see 6.1.2 )/
Business objectives: Protection of reputation

— Primary asset impacted: Ecosystem Registration master key

— Supporting assets attacked: Physical infrastructure of data centre, HSMs

— CTl-related information: such attack requires coordination of several attacks of different nature, e.g.,
breaking into the data centre, taking administrative control on the HSM configuration, getting access
to the master key and poison the software that is responsible for the key management service;

— Related threat(s): malware (TT.5 Malicious actions, 5.7)

— Attack potential: beyond high (state-sponsored attack).

EXAMPLE 2

— Scenario SP-01: Successful remote onboarding using false identity

— Type of risk: operational

— Process owner: Wallet provider

— Other stakeholders involved: User

— Business process: Providing registration service to the stakeholders of the Users (see 6.1.2 )/ Business
objectives: Protection of personal data

— Primary asset impacted: Onboarding module

— Supporting assets attacked: a cryptographic protocol implemented on the User interface

— CTI-related information: several attacks on remote onboarding service are described in [ENISA];
attacks on registration services based on audio/video recognition are recently quite popular in relation
to presenting false confirmation on the applicant age

— Related threat(s): An attacker can propose an application that mimics a specific legitimate wallet to
users (TR 56); An attacker can circumvent the verification by the PID provider that the wallet is
controlled by the user and have a PID issued into a compromised wallet under the attacker's control

(TR 12)

— Attack potential: moderate (presentation attacks are well known method to deceive biometric
recognition see 0 ).

6.3 Risk assessment
6.3.1 Assessment of consequences in risk scenario

From the identification of the risk scenarios, it should be possible for the stakeholders to estimate
possible consequences on business objectives if the scenario will occur.
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It is worth to remark that a risk scenario can concern several stakeholder’s objectives, and at the
same time, different stakeholders of the sector can have a different view on the related
consequence.

Based on the scale introduced in Annex B, and considering the example given in the following
continuation in respective examples occurs:

EXAMPLE 1 For the risk scenario included in EXAMPLE 1 in the 6.2.2 value of consequences is estimated
to IC=5 (Disruption of an entire ecosystem).

EXAMPLE 2 For the risk scenario included in EXAMPLE 2 in 6.2.2 the value of consequences is estimated
to IC=2 (breach of personal data protection).

6.3.2  Assessment of likelihood in risk scenario

In the next step, likelihood of the risk scenario is assessed.

According to EN 18037, 6.3.7 information on likelihood can be obtained from different sources:
— The experience of the stakeholders;

— The analysis of the potential attackers, their motivations, means and opportunities. Such an
information should be provided by CTI as described in and is referenced by the risk scenario,
possibly by developing relevant attack scenarios and assigning relevant attack potential
levels to these scenarios.

— If the risk scenario is not specific to the EUDI Wallet ecosystem then likelihood can be
estimated based on information of similar attacks in other ICT systems, those with a similar
supply chain.

EN 18037 provides additional guidelines to be applied if CTI information is not available. In such
circumstances, the expert group can assess likelihood considering several factors, including:

— alignment with objectives - an attacker possible motivations are subject to analyse;

— historical context - patterns in past behaviour offer clues about an attacker's consistent
motivation;

— financial incentives - financial motivation is a common driver, and the potential for monetary
reward significantly influences an attacker's intent;

— risk vs reward analysis - this includes the likelihood of success and potential repercussions,
which shape the motivation behind the attack.

Based on the scale introduced in Annex B, and considering the examples given in 6.2.2 the
following continuation in respective examples occurs:

EXAMPLE 1 For the risk scenario included in EXAMPLE 1 in 6.2.2 the value of likelihood is estimated to
L3 (Risk scenario is somewhat likely to occur)

EXAMPLE 2 For the risk scenario included in EXAMPLE 2 in 6.2.2 the value of likelihood is estimated to
L4 (Risk scenario is highly likely to occur).
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6.3.3 Estimation of meta-risk class for risk scenario

First estimation of the risk level is related to the risk scenarios defined for primary assets. The
results of these two assessments of consequences and likelihood as described in 6.3.2 and 6.3.2,
respectively, are used to determine the meta-risk class (MRC) of the risk scenario (see EN 18037
7.1).

EXAMPLE 1 For the risk scenario included in EXAMPLE 1 in 6.2.2 the risk level is estimated to MRC5
(Extreme)

EXAMPLE 2 For the risk scenario included in EXAMPLE 2 in 6.2.2 the risk level is estimated to MRC3
(High).

6.3.4 Risk scenario re-assessment for supporting assets

At the start of the supporting asset assessment, it is assumed that all ICT products identified as
supporting assets inherit the risk level identified in the primary asset assessment for a specific
risk scenario.

As the primary asset assessment’s results are associated with risk scenarios, the product-specific
re-assessment should be conducted using the same risk scenario.

In the first step of the re-assessment, a product-specific review of the applied attack scenario, for
instance by an estimation if the product will be in the preferred attack path of the relevant
attacker type, should be conducted. If this should not be the case, the likelihood of an attack
against the ICT product could be lower than initially expected.

In the second step of the re-assessment, the intended use, the commonly used security features
of the ICT products and the history of product-specific attacks should be considered.

As result of the re-assessment, the product-specific risk level might need to be adapted.

All information, assumptions and decisions that alter the security requirements inherited from
the primary asset assessment should be documented.

EXAMPLE Considering an exemplary risk scenario presented in 6.2.2, and the use of HSM for
protecting all relevant private keys of the Provider of registration certificates, the result of risk level
estimation is lowered from MRC5 to MRC4.

6.3.5 Creation of risk register

Based on provisions of 0, a risk register shall be created and maintained to collect all relevant risk
assessment results. The risk-based cybersecurity requirements shall be included in the
certification scheme. Therefore, due consideration of risks and threats included in this risk
register should be part of the requirements of national certification schemes.

The risk-based approach shall be a part of evaluation activities i.e., the audit of the
implementation of the wallet solution and the electronic identification scheme under which they
are provided, based on the risk register, set out in Annex I and complemented where necessary
by implementation-specific risks shall be performed by a conformity assessment body (see 0, art.
13).

The risk assessment results should be a basis for selecting cybersecurity controls for each specific

architecture supported by the scheme (see 6.4 ). However, as the whole EUDI wallet ecosystem is
functioning in strong relationships among stakeholders, the risk register concept should be the
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ecosystem wide. Thus, all risks related to the EUDI Wallet ecosystem should be included in the
risk register.

The risk register should consist of at least the following elements:

<Editor's note: Based on national implementations, experts are asked to review the list of the risk
register elements and update it, if necessary>

— Risk scenario with short description;

— Primary assets the risk scenario is related to;

— CTI information, if available;

— Threats related to the risk scenario;

— Estimated attack potential;

— Values of likelihood, consequences and risk in an agreed scale;

— Description of supporting assets if they are used in re-assessment of the risk scenario.
Exemplary templates of risk register are presented in Annex C.

6.4 Cybersecurity and assurance requirements - selecting cybersecurity controls

According to 0, art 8, the EUDI Wallet providers shall prepare the documentation of risk coverage
in their implementations. It includes the coverage provided by the controls of the cybersecurity
risks and threats identified in the risk register, complemented by controls of risks and threats
specific to the implementation, at the appropriate assurance level.

Following EN 18037, a common security levels (CSL) concept is introduced where security levels
are commensurate with the levels of risk and attack potential.

To meet the requirements, the EUDI Wallet providers should consider their approach to the
assurance concept which is included in 0 (see assurance ). Usually, selecting controls relates to
the attack potential expressed by CTI and evaluation standards such as ISO/IEC 18045 (see
assurance ) For that reason, a common assurance reference (CAR) that contains attack potential
levels (APL) should be introduced along with CSL.

As a starting point, the attack potential equivalence between the attack potential concept defined
in EN-ISO/IEC 18045 and the attack potential defined in CTI can be demonstrated. Broad
discussion of equivalency in presented in EN 18037, Annex B. In particular, the equivalency
analysis results are presented in Table B.16.

However, according to 0, assurance levels characterise the degree of confidence in electronic
identification means in establishing the identity of a person, thus providing assurance that the
person claiming a particular identity is in fact the person to which that identity was assigned.
Consequently, assurance levels use the attack potential concept only in relation to authentication
mechanisms. 0 introduces the authentication mechanism on a specified assurance level if it
implements security controls for the verification of the electronic identification means, so it is
highly unlikely that activities such as guessing, eavesdropping, replay or manipulation of
communication by an attacker with defined attack potential can subvert the authentication
mechanism. For assurance levels, the attack potential relationship is assigned as follows:
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— low - enhanced-basic
— substantial - moderate
— high - high.

It is not clearly written in 0, but attack potential levels are like these defined in EN-ISO/IEC
15403-3 with the following AVA_VAN.x components equivalency to the attack potential levels:

— AVA_VAN.1 - Basic

— AVA_VAN.2 - Basic

— AVA_VAN.3 - Enhanced-Basic

— AVA_VAN.4 - Moderate

— AVA_VAN.3 - High

To decide whether the attack potential is on a specified level, several factors should be considered
with specific values assigned to get the overall score and then fix the score to pre-defined range
of values. EN-ISO/IEC 18045 gives a general scoring system which is usually adjusted to the
specific context (for example, to the technical domains established under the EUCC program (see
0). No such context is defined for the EUDI Wallet ecosystem or the wallet solution itself.
Therefore, for risk mitigation in the context of EUDI Wallet provider, the tables defined for CTI in

EN 18037, Annex B or simpler approach in EN-ISO/IEC 18045, Annex B4 are recommended. The
equivalency between the two is presented in <Table 2>.

Table 2
CTI attack ISO/IEC APL1 APL2 APL3 APL4 APL5
potential 18045:202 | ypskilled | Skilled, Skilled, Highly Highly
scoring 2 attac.k limited significant | skilled, sophisticat
factors (EN pote.ntlal resources resources significant ed,
18037, scoring and and resources significant
Annex B) factors opportunity | opportunity | and resources
opportunity | and
opportunity

Expertise Expertise Layman Proficient Proficient Expert Multi Expert
Knowledge Knowledge Public Public Restricted Sensitive Critical

of the target
Resources Equipment Standard Standard Specialized Specialized Bespoke
Opportunity | Windows of | Unlimited/ Easy Moderate Difficult Difficult

opportunity Easy

Elapsed
Time

Therefore, the matrix of equivalency for assurance related to identity proofing can be developed
only in the context of authentication mechanisms. All risks which are not related to this
mechanism should rely on equivalency defined in EN 18037.
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Importantly, the coherence among all stakeholders in the EUDI Wallet ecosystem can be achieved
though the implementation of CSL and APL.

During the risk assessment, any identified risk should be associated with a meta-risk class. In the
risk treatment phase, the dedicated group of experts should be established to specify a control
controls or group of controls that meet the required CSL. Exemplary CSL description can be found
in Clause B.6.

The second condition for choosing controls is that controls should withstand the assumed types
of attackers and their capabilities expressed by the attack potential value. The APL takes priority
i.e., if the risk assessment results in assigning lower MRC than the relevant attack potential level,
choosing controls should be based on the APL.

EXAMPLE The risk of unauthorised access is assessed to ‘medium’ level and the attack potential is
assessed to ‘high’ level. It means the control like “use of passwords” could not effectively counter the attack.

In such case, a multifactor authentication can be considered.

Examples of the Common Security Level applications that consider the attack potential levels can
be found in EN 18037 Annex C. Additionally, the catalogue of controls which reflect the CSL
concept can be found in CN/TS 18026.

During the risk treatment, the stakeholders may deviate from this default relationship in specific
cases. Such deviations should be justified and documented.

6.5 Riskregister monitoring and updating

According to 0, the risk register should be maintained and regularly updated to keep in line with
the continuously evolving threat landscape.

As the risk register should encompass all critical risks with related threats in the whole EUDI
Wallet ecosystem, the scheme owner should take responsibility for the register maintenance.
Leading role of scheme owner among stakeholders should ensure harmonization and efficiency
of collecting information.

6.6 Riskregister communication and consultation

Regular reporting on risk registers maintained by national certification schemes.

Coordinating role of EUDI Wallet Cooperation Group.

<To be added at later stage>
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Annex A
(informative)

Examples of business objectives and requirements

A.1 General
Business objectives and related requirements can be analysed using processes defined in the

EUDI Wallet ecosystem. This Annex presents an analysis of the exemplary system process of EUDI
Wallet Instance Lifecycle.

A.2 System process overview

The process encompasses the following steps:

a) Installation of the EUDI Wallet Instance by the User

b) Activation of the EUDI Wallet Instance by the User (via EUDI Wallet provider)
c) PID issuing into the EUDI Wallet Instance by PID Provider

d) Usage of EUDI Wallet Instance by the User

e) Updating the EUDI Wallet instance by the EUDI Wallet provider
f) Revocation of the wallet attestation by the EUDI Wallet provider
g) De-Installation of the EUDI Wallet Instance by the User

A.3 Stakeholders involved in the process

Responsible stakeholders: EUDI Wallet Provider, PID provider

Depending stakeholders: User, stakeholders which provide their services based on proven
information on identity of the User (e.g., Relaying Parties, (Q)EAA providers)

Risk owners: Users and stakeholders that could be impacted by ICT security incidents.

A.4 Business objectives and requirements

Table A.1 contains business objectives, denoted as BO-0x and business requirements, denoted as
BR-0x-0y that relate to relevant business objectives. Some of business objectives require risk and

cybersecurity assessment, while some - not.

Table A.1— Business objectives and related business requirements

Stakeholder objectives, related business requirements

BO-01 Appropriate protection of identity information

Stakeholders directly involved: User, EUDI Wallet provider, PID Provider
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Stakeholder objectives, related business requirements

or legal rules

Description of the objective: Resistance against the relevant attacker types is required due to system

Business requirements for BO-01 (risk and cybersec

urity assessment is required)

B0O-01/BR-01

Protection of the PID

Additional stakeholders involved: Relying Party

B0O-01/BR-02

Protection of further attribute attestations

Additional stakeholders involved: Relying Party,
(Q)EAA provider

B0O-01/BR-03

Protection of user-controlled data management
functions

Stakeholders involved: User

Description: Prevention of unauthorized data
management (consent, attribute release, de-
activation, etc.)

B0O-02

User / market acceptance

Stakeholders directly involved: User, EUDI Wallet
provider, Relying Party

Description of the objective: Acceptance of the
EUDI Wallet solution by users and relying parties

Business requirements for BO-02 (risk and cybersec

urity assessment is beyond the scope)

B0O-02/BR-01

User-friendly interface

Stakeholders involved: User, EUDI Wallet
provider

Description: Useability at same or better level
than big tech wallet implementations

B0-02/BR-02

User-friendly wallet installation and life-cycle
management

Stakeholders involved: User, EUDI Wallet
provider

Description: Useability at same or better level
than big tech wallet implementations

B0O-03

Viable business case, user value

Stakeholders directly involved: User, EUDI Wallet
provider, Relying Party

Description of the objective: Maximization of the
addressable market / minimization of cost

Business requirements for BO-03 (risk and cybersec

urity assessment is required)

B0-03/BR-01

Support for RP from a broad range of market
sectors (Broad offer of services from different
market sectors)

Stakeholders involved: EUDI Wallet provider,
Relying Party
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Stakeholder objectives, related business requirements

Description: it requires business and ICT system
flexibility to adapt to security and assurance
needs of supported providers and Relying Parties

B0O-03/BR-02 Minimize necessity for platform-specific
certifications of the Wallet Instance by using
existing secure open platforms
Stakeholder involved: EUDI Wallet provider

B0O-03/BR-03 Minimize necessity and effort for re-certification

(example: changes of the business logic should
not lead to a need for re-certification of the EUDI
Wallet Instance)

Stakeholder involved: EUDI Wallet provider
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757 Annex B
758 (informative)
759
760 Examples of normalized scales in risk assessment
761 B.1 General
762  This annex is adopted from EN 18037 Annex A to reflect specific nature of the EUDI Wallet
763  ecosystem.
764  All scales and tables presented in the Annex are examples used for illustrative purposes.
765 B.2 Qualitative scale for assessment of consequences
766  NOTE Terms “consequence” and “impact” are used interchangeably.
767 Table B.1— Impact Classes (IC) per risk area
Risk Area IC1 IC2 IC3 IC4 IC5
1. Impact on Limited Significant Limited Significant Disruption of
Business impact on impact on impact on impact on an entire
operations single single multiple multiple ecosystem
and stakeholder stakeholder stakeholders stakeholders and/or
functionality in a EUDI ina significant
Wallet EUDI Wallet | impactonthe
ecosystem ecosystem business,
economy and
or .
society as a
Significant whole
impact on few
stakeholders
ina EUDI
Wallet
ecosystem

2.Impact on
direct and in-
direct Users
s(e.g, failure

Minor impact on daily activities
of direct and in-direct Users

Major impact on daily activities
of direct and in-direct Users

Severe impact
on daily
activities of
direct and in-

to meet direct Users
expected
availability of
services)
3. Impact EUDI Wallet- Personal data Special Data essential | Data affecting
according to related categories of for critical national
the type of Intellectual personal data infra- security
data Property structures
processed
4. Impact on Minor damage | Minor damage | Major damage | Major damage Beyond the
reputation and | to reputation to reputation to reputation to reputation EUDI Wallet
trust of a few of many of many of the EUDI ecosystem
stakeholders | stakeholders/ | stakeholders/ Wallet
ecosystem
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Risk Area IC1 IC2 IC3 I1C4 IC5
or EUDI Wallet | or EUDI Wallet
ecosystem ecosystem

B.3 Qualitative scale for likelihood assessment

A scale for likelihood assessment with five levels is presented in Table B.2

Table B.2— Likelihood assessment

L1

L2 L3

L4

L5

Risk scenario is
highly unlikely to
occur

Risk scenario is
unlikely to occur

Risk scenario is
somewhat likely
to occur

Risk scenario is
highly likely to
occur

Risk scenario is
almost certain to
occur

B.4 Attack potential assessment

The approach used in CTI is looking from the attacker's perspective to support the risk
assessment by introducing the attacker’s motivation to target certain information or other
primary assets. This concept directly influences the likelihood assessment.

This annex applies the scale referenced in ISO/IEC18045 which express resistance of the
supporting assets (called the target of evaluation) against a certain attack potential is achieved.

This concept is further qualified using 5-level scale and is presented in Table B.3.

Table B.3— Attack potential level (APL) description

Attack potential level Associated baseline Related attack potential
(APL) contents for the AVA_VAN according to ISO/IEC
assurance components 18045
according to ISO/IEC
15408-3
1 AVA_VAN.1 Vulnerability survey Basic
2 AVA_VAN.2 Vulnerability Basic
analysis
3 AVA VAN.3 Focused Enhanced-basic
vulnerability analysis
4 AVA _VAN.4 Methodical Moderate
vulnerability analysis
5 AVA_VAN.5 Advanced High
methodical vulnerability
analysis

B.5 Qualitative scale for risk estimation

Qualitative approaches to risk estimation include a formula that merge information on
consequences and likelihood. Qualitative levels of risk can be expressed as a function of levels of
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likelihood and consequences (see Table B.1 and Table B.2, respectively) The function resulted in
5-level meta-risk classes (MRC) is included in Table B.4.

Table B.4— Meta-risk classes

Likelihood levels
Impact Class L2 L3 L5
IC5 MRC4 MRC5 MRC5 MRC5 MRC5
1C4 MRC3 MRC3 MRC4 MRC4 MRC5
IC3 MRC2 MRC2 MRC3 MRC3 MRC4
IC2 MRC1 MRC1 MRC2 MRC3 MRC3
IC1 MRC1 MRC1 MRC1 MRC2 MRC3

Five levels of Meta-risk class scale can be expressed in a widely recognized, color-driven
classification of risk with the use of following descriptions:

— Low - MRC1
— Moderate - MRC2
— High - MRC3
— Very high - MRC4

— Extreme- MRC5

B.6 Qualitative approach to risk mitigation

The exemplary scale of Common Security Level (CSL) approach encompasses five levels. Each CSL
addresses a specific meta-risk class and shows the resistance to a specified level of attack
potential (APL). This concept is illustrated in Table B.5

Table B.5— Common Security Levels — Relationships to meta-risk classes and attack
potential levels

requirements to CSL1,
providing security
against skilled
attackers with a limited
resources and
opportunity to attack a
system.

Common Security Description Default relationships between CSL and
Level MRC, APL
CSL mitigates risk | CSL protects against
of attack potential
level
CSL1 CSL 1 provides a basic MRC1 APL1
level of security against
unskilled attackers.
CSL2 CSL 2 adds MRC2 APL2 or lower

36



Common Security
Level

Description

Default relationships between CSL and
MRC, APL

CSL mitigates risk
of

CSL protects against
attack potential
level

CSL3

CSL 3 extends the
coverage of the security
against skilled
attackers with
significant resources
and/or significant
opportunity to attack a
system.

MRC3

APL3 or lower

CSL4

CSL 4 provides security
against a highly skilled
attacker with
significant resources
and opportunity.

MRC4

APL4 or lower

CSL5

CSL 5 provides the
highest level of
security, capable to
protect against highly
sophisticated attackers
with significant
resources at their
disposal and/or
opportunity for an
attack.

MRC5

APLS or lower
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Annex ZA
(informative)

Relationship between this European Standard and therequirements
ofaimed to be covered

This European Standard has been prepared under a Commission’s standardization requestto
provide one voluntary means of conforming torequirements of.

Once this standard is cited in the Official Journal of the European Union under that, compliance
with the normative clauses of this standard given inconfers, within the limits of the scope of this
standard, a presumption of conformity with the correspondingrequirements of that, and
associated EFTA regulations.

Table ZA.1— Correspondence between this European Standard and

[Essential]/ Clause(s)/sub-clause(s) of Remarks/Notes
[interoperability]/[...] this EN
Requirements of

[Directive] /[Regulation]/[De
cision] [ ...]

WARNING — Presumption of conformity stays valid only as long as a reference to this
European Standard is maintained in the list published in the Official Journal of the
European Union. Users of this standard should consult frequently the latest list published
in the Official Journal of the European Union.

WARNING — Other Union legislation may be applicable to thefalling within the scope of
this standard.
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